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What are Smart Contracts ?

# "I WANT HALF!"™ Marriage Smart Contract [based on the idea by @midsl@6 et al]

# At contract creation, we store the sender as partner_l with partner_2 given as the 1lst data item
contract.storage["PARTNER_1"] = tx.sender
contract.storage["PARTNER_2"] = msg.data[@]
contract.storage["STATE"] = "PROPOSED"
# Partner_1 has now "PROPOSED" to partner_2
code:

if contract.storage["STATE"] == "PROPOSED":

init:

# Partner_2 can accept the proposal by sending in a transaction with partner_l given as the first data item
if (tx.origin == "PARTNER_2" and msg.data[@] == contract.storage["PARTNER_1"]):
contract.storage["STATE"] = "MARRIED"
# Partner_1 and Partner_2 are now "MARRIED"!
if (contract.storage["STATE"] == "MARRIED" and (tx.origin == "PARTNER_1" or tx.origin == "PARTNER_2")):
# Once married, the contract is a "joint" account and each partner must send in the same instruction to make a withdraw
# A valid withdrawal instruction is an incoming transaction where:
# 1st input is the withdraw code, 2nd input is the destination address, and 3rd input is the amount
if msg.data[@] == "WITHDRAW":
if (not (contract.storage["WITHDRAW_CREATOR"] == tx.origin) and (msg.data[2-1] == contract.storage["WITHDRAW_TO"] and msg.data[3-1] == contract.storage["WITHDRAW_AMOUNT"])):
# If a withdraw request is already pending from the other partner and this request matches, then do it.
send(contract.storage[ "WITHDRAW_TO"], contract.storage["WITHDRAW_AMOUNT"], (tx.gas - 100))
else:
# this is a new withdraw request; store it as pending until a matching request is received from other partner
contract.storage[ "WITHDRAW_TO"] = msg.data[2-1]
contract.storage[ "WITHDRAW_AMOUNT"] = msg.data[3-1]
contract.storage[ "WITHDRAKW_CREATOR"] = tx.origin
# Once married, the partners must both agree in order to get divorced and split the pot. I WANT HALF!
if msg.data[@] == "DIVORCE":
if not (contract.storage["DIVORCE_CREATOR"] == tx.origin):
# a divorce request is already pending and 2nd party is agreeing, so split the pot
HALF = (contract.balance / 2)
send(contract.storage[ "PARTNER_1"], HALF, (tx.gas - 1@8))
send(contract.storage[ "PARTNER_2"], HALF, (tx.gas - 1@8))
contract.storage["STATE"] = "DIVORCED"
# The partners are now divorced. :(
else:

# make a new divorce request pending, waiting for agreement

e (etherscripter.com)
contract.storage[ "DIVORCE_CREATOR"] = tx.origin



What are Smart Contracts ? gbf

“Computer protocol, usually based on a decentralized

blockchain system, which allows automated contract

execution between two or more parties with previously
coded data.”

(Federal Council report, Legal framework for distributed ledger technology and
blockchain in Switzerland, 14 December 2018)
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Are smart contracts legal ? gbf

“The conclusion of a contract requires a mutual expression of intent by the
parties. The validity of a contract is not subject to compliance with any
particular form unless a particular form is prescribed by law.”

(Art. 1 para. 1 and 16 para. 1 of the Swiss Code of Obligations)

Form-wise, on chain contracts (code is law) are legal, unless a specific form
IS required by a law, for instance:

- forum clauses (art. 17 para. 2 CPC) and arbitration clauses (art. 178 para. 1
SPILA): text form

- assignment of claims (art. 165 para. 1 CO): written form

Issues. 1) Technical identification of the counterpart.

2) Does not replace “natural-language” contracts (GTCs, etc.).



What are the limits to automation? gbf

Once agreed, execution requires no expressions of intent from parties, as
they are automated (relying if need be on oracles).

Swiss law requires for a legal “intent” (1) intent to act and cause legal
effect (Geschéafiswille), (2) intent to communicate such act
(Erkldrungswille), (3) receipt of said communication.

Intents may be invalidated in case of defect of consent (art. 23ff OR) or
breach of duty to inform (general principle or specific duties, or specific
such as art. 3ff VVG).

Liberal approach. In an e-forex litigation: electronic agents are admissible
and bind the parties (Handelsgericht Zirich, /R 116/2017 para. 2.3).

Conservative position. Automatic execution only to the extent the results of
the intent generation protocol are foreseeable by the party (authors).

Issues. (1) How to define what is foreseeable?

(2) How to satisfy the duty to inform the counterpart ?



What are the limits to automation? gbf

Council of Europe. Protocol amending the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data (ETS
108+) signed by Switzerland on 30.10.2019.

Switzerland. Anticipated into Swiss law (FADP project):

1. The data controller informs any person subject to a decision based solely on an
automated processing of personal data, including profiling, and which has legal
consequences, or which affects him or her in a significant way (=conclusion of
contract or execution).

2. Upon the person’s request, the data controller gives him or her to opportunity to
have his or her views taken into consideration (=right to be heard, low burden). The
person concerned may require that the decision be reviewed by a natural person.

3. Paragraphs 1 and 2 do not apply in the following cases:

a. The decision is in direct relation with the conclusion or the performance of a
contract between the data controller and the person concerned and the person’s
request is satisfied (=fully satisfied); or

b. The person concerned has expressly consented that the decision be taken based
on an automated processing.

(Art. 19 project FADP, art. 9 ETS 108+)
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What are the limits to automation? gbf

The concerned person receives the information required to assert his/her
rights under this law et to safeguard the transparency of the processing. In
any event, he/she must receive information relating any individual
automated decisions and the logic (=not algorithm, but the reasoning for
refusal) on which it is based.

(Art. 23 para. 2 let. f project FADP)

Issues. (1) Define maximum scope of transactions and inform counterpart
(2) Right to be heard process
(3) Information access (incl. reasoning) and correction
(4) Consent/waiver forms (?)



How to process disagreements and gbf
interpret the smart contract?

When assessing the terms of a contract, the court must first assess the true
and common intent of the parties without dwelling on inaccurate
expressions (subjective intent). If no common intent is found, the court
must assess the contract based on how it could and should have been
understood in good faith (objective intent).

(Swiss Supreme Court 142 111 239 para. 5.2.1)

Generally assumed that ordinary persons do not (and cannot be expected to)
understand code. “Code is law” only amongst parties able to fully
understand the code.

Objective intent based on circumstances: information exchanged in natural
language and general expectations (?). Code is not law for the general
public.

Issue. How to define what are general expectations?
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Pitfalls and opportunities

Opportunities

Data consistency
Real-time data-sharing
Automated data-verification

Automation of decision-making and intent
communication (limited)

Foreseeable pitfalls

Legal form requirements

|dentification of counterparty
Information duties

Information access and correction rights
Right to be heard

Consent/waiver forms

o
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Thank you for your attention!
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